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DETAILED ACTION 
EXAMINER'S AMENDMENT 

1 . The following is an Examiner's statement of reasons for the indication of 
allowable subject matter: The prior art of record does not disclose, make obvious, or 
otherwise suggest the structure of the applicant's prediction program, prediction 
apparatus, and prediction method together with the other limitations of the independent 
claims. 

The dependent claims being further limiting and definite are also allowable. Any comments 
considered necessary by applicant must be submitted no later than the payment of the Issue Fee and, to 
avoid processing delays, should preferably accompany the Issue Fee. Such submissions should be clearly 
labeled "Comments on Statement of Reasons for Allowance. 

Authorization for this examiner's amendment was given in an interview with 
Scott C. Harris on September 13, 2006. 

AMENDMENT TO THE CLAIMS : 

Claims 1 and 19 have been amended. Claims 1, 3-16, 19, 21-26, 29, 31-33, and 
35-36 remain pending in the application. 

WHAT IS CLAIMED IS: 

1 . (Currently Amended) A computer implemented cryptography method, 
comprising: 

determining information M to be encrypted; and 

encrypting said information to form encrypted information using a non-trivial 
ci-quasigroup as a key K to create a cipher C indicative of the information M as C = 
M*K, where * denotes a mathematical operation, where the non-trivial ci-quasigroup has 
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properties that for the operation *, between any two elements in the non-trivial ci- 
quasigroup, a result of the operation is also in the non-trivial ci-quasigroup and for every 
K, as M takes on a different value, resulting values of C are each distinct, for every M, as 
K takes on all key values, the resulting values of C, are all distinct; and that each key K in 
a keyspace P has a permutation K" 1 that decodes the encrypting, such that K _1 *(M*a) = M. 

19. (Currently Amended) A computer implemented cryptography method, 
comprising: 

determining information to be encrypted; and 

encrypting said information M to form encrypted information using a Key K 
which is a crossed-inverse quasigroup to create a cipher C as C = M*K, where * denotes 
a mathematical operation, where the quasigroup has properties that for the operation *, 
between any two elements in the quasigroup, the a result of the operation is also in the 
quasigroup, and for every. K, as M takes on different values, the resulting values of the 
cipher C, are each distinct, for every M, as K takes on all key values, the resulting values 
of the cipher C, are all distinct; and that each key K in a keyspace P has a permutation K* 1 
that decodes the encrypting, such that K" 1 *(M*a) = M. 



Reasons for Allowance 

2. Claims 1, 3-16, 19, 21-26, 29, 31-33, 35-36 are allowed. 
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3. The following is a statement of reasons for the indication of allowable subject matter: 
the prior arts of records, neither anticipates nor renders obvious the following 
limitations as claimed: 

As to claim 1, the prior art of records fail to anticipate or suggest encrypting said 
information to form encrypted information using a non-trivial ci-quasigroup as a key K to 
create a cipher C indicative of the information M as C = M*K, where * denotes a 
mathematical operation, where the non-trivial ci-quasigroup has properties that for the 
operation *, between any two elements in the non-trivial ci-quasigroup, a result of the 
operation is also in the non-trivial ci-quasigroup and for every K, as M takes on a 
different value, resulting values of C are each distinct, for every M, as K takes on all key 
values, the resulting values of C, are all distinct; and that each key K in a keyspace P has 
a permutation K" 1 that decodes the encrypting, such that K* l *(M*a) = M, together with 
the other limitations of the independent claims. 

As to claim 19, the prior art of records fail to anticipate or suggest 
encrypting said information M to form encrypted information using a Key K which is a 
crossed-inverse quasigroup to create a cipher C as C = M*K, where * denotes a 
mathematical operation, where the quasigroup has properties that for the operation *, 
between any two elements in the quasigroup, the a result of the operation is also in the 
quasigroup, and for every K, as M takes on different values, the resulting values of the 
cipher C, are each distinct, for every M, as K takes on all key values, the resulting values 
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of the cipher C, are all distinct; and that each key K in a keyspace P has a permutation K* 1 
that decodes the encrypting, such that K* ! *(M*a) = M, together with the other limitations 
of the independent claims. 

As to claim 29, the prior art of records fail to anticipate or suggest encrypt a 
message M into an encrypted message_using a key K indicative of a crossed-inverse 
quasigroup representation, where the quasigroup has properties that for an operation *, 
between any two elements in the quasigroup, a result of the operation is also in the 
quasigroup, and for every K, as M takes on message values, t-he resulting values of a 
cipher C, where C = M*K are each distinct, for every M, as K takes on all key values, 
resulting values of the cipher C, are all distinct; and each key K in a keyspace P has a 
permutation K" 1 that decodes the encrypting, such that K _1 *(M*a) = M; 
send the encrypted message C; and 
decrypt the encrypted_message using information indicative of the same crossed- 
inverse quasigroup representation, together with the other limitations of the independent 
claims. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Belix M. Ortiz whose telephone number is 571-272-4081. 
The examiner can normally be reached on 8-5. 

The fax phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Any comments considered necessary by applicant must be submitted no later than 
the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 



800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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September 13, 2006 



CHARLES RONES 
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